ISECCM

A certified Security Awareness Instructor has demonstrated a professional
level of competency and knowledge in properly educating and managing
a security awareness program.

Purpose

To have a complete understanding of the required tactics in creating a
successful security awareness strategy including the fraining and security
influence of personnel, the creation of secure environments, and managing
the continuous measurement and feedback cycles of an ongoing security
program.

Requirements

Linux Skill: Low

Windows Skill: Low

Networking Knowledge: Low

Security Experience: Medium

Business Experience: Medium

Recommended: CHA or OPSE certifications

Training

Average Training Time Required: 8 hours

The exam requires mastering the application of the following security awareness know-how:
* Properly defermining the scope and engagement zone for a secure environment.

e Instruction techniques for successful security awareness frainings.

* Applying the 4 Point Process on a social level to a work environment.

* Applying error analysis fo human security.

* Managing the flow of the security defensive process to reduce the attack surface.

« Understanding the function of operational security controls.

* Understanding the psychology of security awareness and applying it in a program.

* Understanding the measurements behind security awareness metrics.

Exam

Exam time: 2 hours

Questions: 50 multiple choice, single answer.
Passing: 60% or better for certification. Scores of ?0% or better include a seal of excellence.



